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11.1 . (C/NF)  Home  Secretary  Jacqui  Smith  told  Homeland  Security 
Secretary  Michael  Chertoff  about  her  concern  about  turbulence 
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in  Pakistan  and  explained  the  future  use  of  biometrics  at  UK 
borders  at  their  meeting  November  14  in  London.  The  two  also 
conferred  about  ways  to  counter  radicalization , including  by 
using  particular  terminology.  Secretary  Chertoff  proposed 
the  two  work  together  especially  on  the  issues  of  deportation 
and  identification  at  the  upcoming  meeting  of  EU  G-6  Interior 
Ministers  near  Potsdam.  Ambassador  Tuttle  attended  the 
meeting  as  did  several  DHS  and  Home  Office  staff. 

Border  Security 


11_2 . (C/NF)  Smith  emphasized  the  seriousness  of  the  "protect" 
strand  in  the  UK's  four  strand  strategy  ("pursue,  protect, 
prevent,  prepare"),  including  border  protection  and  the 
protection  of  public  places.  She  said  she  wanted  to 
understand  better  the  workings  of  U.S.  borders  during  her 
December  9-12  visit  to  Washington.  Secretary  Chertoff  noted 
the  intersection  of  immigration,  economic,  and  security 
issues  regarding  borders  and  welcomed  Smith's  visit.  He 
offered  to  organize  briefings  for  her  on  U.S.  border  policies 
and  practices.  Smith  noted  the  UK's  "EBorder"  initiative  and 
offered  to  provide  Secretary  Chertoff  with  detailed 
information.  The  goal  is  to  track  the  movements  of  99 
percent  of  those  entering  and  exiting  the  UK  by  2010,  she 
said.  Secretary  Chertoff  stressed  the  utility  of  biometrics; 
he  observed  that  fingerprints  from  a U.S.  visa  applicant  had 
been  a "hit"  on  a latent  fingerprint  found  in  an  early 
counterterror  investigation  (although  the  hit  was  ultimately 
resolved  with  an  innocent  explanati 

on) . Smith  noted  that  the  UK  requires  visas  from  the 
citizens  of  111  countries. 

Pakistan 


11.3 . (S/NF)  Secretary  Chertoff  asked  Smith  to  comment  on  the 
situation  in  Pakistan,  including  the  record  of  terrorist 
operatives'  travel  to  Europe.  Smith  responded  she  has  two 
concerns:  First,  the  UK  does  not  want  to  jeopardize  important 
UK-Pakistani  cooperation  in  several  fronts,  including 
commercial  business  and  family  travel  but  also  including 


joint  sensitive  operations  with  Pakistani  authorities. 

Second,  Pakistan  is  a place  on  the  "journey  to 
radicalization"  that  some  individuals  take,  she  reported.  So 
the  UK  needs  to  work  with  Pakistan  to  determine  who  travels 
there.  She  asked  Home  Office  DG  for  Security  and 
Counter-Terrorism  Charles  Farr  to  elaborate,  and  he  mentioned 
(1)  the  worrying  access  to  training  camps,  (2)  travel  from 
the  UK  to  Pakistani  madrassas,  (3)  the  recent  unreliable 
cooperation  with  the  Pakistani  military  while  they  are 
"distracted"  with  domestic  issues,  and  (4)  the  recent 
release,  by  the  chief  justice,  of  several  terrorist 
prisoners,  including  one  connected  to  a UK  terror  plot.  Smith 
noted  it  is  hard  for  Pakistani  officials  to  "focus  on 
cooperation  when  the  political  direction  is  unsure."  Farr 
continued  "the  entry-exit  system  you  gave  them  works,  we  know 
who  enters  and  exits"  Pakistan. 

Radicalization 


14.  (C/NF)  Smith  mentioned  her  concern  about  the  large  number 
of  UK  nationals  from  whom  terrorists  can  recruit.  The  UK's 
goal  is  to  limit  growth  of  and  control  the  number  of  the 
radicalized,  she  said,  adding  other  goals  are  to  "confound 
their  ideology,  defend  the  resilience  of  communities,  target 
individuals,  and  prevent  the  inflow  of  the  radicalized."  It 
is  also  important,  she  said,  to  use  care  in  describing 
government  work  to  counter  radicalization.  Secretary 
Chertoff  agreed  and  listed  outreach  he  and  DHS  had  done. 
Secretary  Chertoff  asked  Smith  how  the  UK  described  the 
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radicalized  in  public  messages.  Smith  replied  she  uses 
"criminals"  and  "murderers"  and  has  "moved  on"  from  previous 
language.  But  if  the  Islamic  context  is  removed,  something 
is  missing,  she  added.  She  said  the  question  is  how  to 
enlist  the  Muslim  community  against  its  fringes.  It  is 
difficult,  she  said. 

15.  (S/NF)  Farr  explained  the  word  "terrorism"  is  ambiguous 
for  the  Muslim  audience  but  the  words  "criminality,"  "abuse," 
and  "safety"  are  powerful.  "Takfiri"  is  useful  for  a small 

audience,  he  commented.  It  was  noted  that  Muslim  ideological 
spokesmen  - including,  recently,  a Saudi  religious  leader  - 
are  turning  against  the  extremists,  a fact  that  is  proving  to 
be  a problem  for  al-Qaida  as  recent  communication  proved. 

Farr  agreed  al-Qaida  had  been  upset  by  the  turn  of  events. 

Identification  and  Deportation 


16.  (C/NF)  Secretary  Chertoff  mentioned  the  public  debate  in 
the  United  States  concerning  secure  identification  and 
observed  that  similar  issues  were  emotive  in  Europe  as  well. 
Secretary  Chertoff  recommended  the  UK  and  U.S.  use  the 
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November  30-December  1 meeting  of  EU  G-6  Interior  Ministers 
plus  Secretary  Chertoff  to  discuss  the  issue  of  deportations. 

Smith  said  there  is  a need  to  weigh  national  security  and 
diplomatic  assurances  to  protect  individuals  from  torture. 

New  UK  legislation  make  convictions  and  long  sentences  the 
first  priority  in  cases  of  terrorism  and  criminality.  The 
second  option  is  deportation,  and  the  third  choice  is 
"control  orders,"  she  reported.  At  the  same  time,  the  UK 
seeks  to  fight  abuse  of  asylum  and  fraudulent  identities. 
Identity  cards  are  the  focus  of  the  ability  to  protect  and 
identify  the  public.  Smith  concluded.  Farr  expanded  there 
are  three  issues  of  concern:  (1)  when  to  begin  enrollment, 

(2)  the  uses  of  the  ID  cards  (e.g.,  for  access  to  hazardous 
materials),  and  (3)  the  bilateral  sharing  of  information  with 
the  U.S.  Farr  recommended  further  discussion  on  these 
points . 

17.  (C/NF)  Secretary  Chertoff  responded  that,  despite  some 
controversy,  the  public  wants  a reliable  system  and  the 
United  States  has  increased  the  requirements  for 


identification  for  travel  within  the  western  hemisphere. 
Smith  agreed  that  the  majority  of  the  public  seeks  "secure 
identity  management,"  particularly  in  her  home  district. 
Secretary  Chertoff  noted  a vocal  minority  opposes  ID  cards. 
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Terrorism 


1_8 . (S/NF)  Secretary  Chertoff  also  expressed  the  need  to  be 
vigilant  against  the  potential  for  terrorist  activities  not 
just  from  al-Qaida  but  other  groups,  e.g.,  Hizbollah. 

19 . (U)  DHS  has  cleared  this  cable. 
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